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KEY POINTS... 

There are over 50,000 merchant ships trading 
internationally, registered in over 150 countries, 
and operated by over a million seafarers of 
every nationality. The seaborne trade industry is 
furthermore expected to grow by 160 to 250 percent 
over the next three decades. 

Nearly 5 million people are involved in maritime 
shipping activities in Europe alone. Despite the rapid 
expansion and increased affordability of commercial 
airlift services, the maritime sector remains the most 
affordable way to move product. 

However, to remain competitive and efficient, the 
maritime sector is spearheading innovation in virtually 
all aspects related to seafaring. Automation, Artificial 
Intelligence and Digitalization will play a major role in 
the Industry’s future. 

Regardless of where you stand on the human versus 
automation debate, the course is set for greater 
automation in shipping. 

The maritime sector is already the most efficient way 
of moving goods around the planet. The international 
shipping industry is responsible for the carriage of 
around 90% of world trade.1

2 01 - https://www.ics-shipping.org/shipping-facts/key-facts
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Automation refers to the creation of technology that serves  to control 
and monitor the production and delivery of various goods and services, 
as it performs tasks that were previously performed by humans. 

Automation technologies are already being used in a number of areas 
such as manufacturing, transport, utilities, defense, facilities, operations, 
and as of late, information technology (technopedia)2. In concrete terms 
however, this nascent technology could one day lead to autonomous 
ships, which could be navigated and monitored from an onshore 
operating center via a series of sensors and communication systems. 

While we are still  a long way from fully unmanned cargo ships, 
automation can still affect positive change for the international 
seaborne industry in the short to medium term. Automation can reduce 
costs, improve efficiency, lower crew fatigue and even remove repetitive 
mistake-prone tasks. Automatized vessels will also significantly improve 
the security level of the ship and crew. 

Fixing or Creating a Labour Problem?
Growing automation will rock the labour market and result in potential 
job loss, specifically for low-skilled labour. However, market trends have 
shown that automation will also led to the creation of new jobs. 

A Deloitte study covering the past 15 years found that while automation 
has contributed to the loss of over 800,000 jobs in the United Kingdom - 
especially administrative, manual and clerical - it also helped create 3.5 
million new, but high-skilled jobs - many of which did not exist before.3 

This shift has added £140 billion to the British economy in new wages. 
Arguably, the workforce engaged in the maritime industry will either 
have to adapt and re-train or be completely replaced throughout a 
generation. 

In the case of the maritime sector, this is a solution rather than a problem. 
A widely recognized problem across the industry, is that the workforce 
entering and being retained in a seafaring career is decreasing, especially 
when it comes to low-skilled personnel.4 

Automation and artificial intelligence augmentation will alienate the risk 
of having a massive shortage of labour to operate the ever-expanding 
commercial fleets across the seven seas.

The Deloitte study is backed by a similar but maritime-centered 
assessment. The “Autonomous Shipping: Putting the human back in the 
headlines” report conducted by IMarEST’s Marine Autonomous Surface 
Ships Special Interest Group (MASS SIG), came to the same conclusion 
regarding the workforce fluctuation, and emphasized that not even by 
2040, will ships be fully unmanned.

3
3 02 - https://www.techopedia.com/definition/32099/automation

03 - https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/Growth/deloitte-uk-insights-from-brawns-to-brain.pdf
04 - https://safety4sea.com/imarest-discusses-future-of-automation-in-the-shipping-sector/
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The assessment also found that autonomous 
and remote-control shipping will certainly and 
significantly lower the cost of consumer goods and 
enhance safety for crew members and passengers.

 One could say that the Titanic accident would not 
have happened if the vessel had sensors capable 
of detecting the iceberg, and an autonomous 
navigation system which could course-correct the 
ship out of harm’s way.  

A future with automation is not confined to a 
binary paradigm - human or robotic - but rather 
a combination of the 
two. Mundane and 
repetitive tasks will 
be automatised, with 
humans acting as 
“overlords” over the 
countless number of 
programs, software 
and robotics  processes 
undertaking these 
duties. 

Artificial intelligence 
will augment decision-
making, and not replace 
it. Logistical operations and navigation will be 
optimised through new technologies with the 
hope that human error will be minimized to nearly 
extinct. 

Smart vessels - if not completely unmanned - will 
be able to network with each other and with other 
platforms, sharing sensor data and information 
that can help optimize transportation and avoid 
dangers. 

Pioneering Autonomous Vessel Technology
Norway is among the first nations to pioneer 
shipping automisation, establishing a series of 
industrial and environmental benefits in the 
process. 

4

The local market leader in automatisation, 
Kongsberg Maritime, (which also happens to build 
military vessels) has already commissioned two 
experimental surface vessels, called Ocean Space 
Drone (OSD) 1 and 2.  

The two OSDs are currently used by Trondheim’s 
University of Science and Technology (NTNU) and 
Sintef, a non-profit research organization. 

Kongsberg also has built an automated system 
that helps Fjord1’s Glopperfjord and Eidesfjord 
vessels navigate by themselves. 

Norway’s autonomous 
“flagship”, is the  
Container Ship 
“Yara Birkenland”, 
which serves as the 
primary technological 
demonstrator for 
Kongsberg.

Scheduled to set 
sail in 2020, the Yara 
Birkenland will be the 
world’s first fully electric 
and fully autonomous 

vessel, with zero emissions. Nicknamed “Tesla 
of the Seas”, the Yara will move products from 
Porsgrunn (southwest Oslo) to the port of Brevik 
and Larvik. 

Kongsberg is responsible for the enabling 
the technologies required for remote and 
autonomous shipping, such as sensors, software 
and integration. 

Seen as a way to eventually decarbonize its 
transportation sector, the Norwegian government 
subsidizes autonomation projects, as new and 
evolving technologies promise electrified and 
emission-free systems.5 

“Artificial 
intelligence will 

augment decision-
making and not 

replace it.”

05 - https://www.computerweekly.com/feature/Norways-autonomous-ships-point-to-new-horizons
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It is no surprise that the “big players” from the defence industry are spearheading maritime automation. 
The security and defence industries have been preoccupied with AI augmentation, autonomous weapons 
systems and robotics for years. The stakes are similar to those seen in their civilian counterparts: improve 
efficiency; lower dependency on human crew; eliminate error. 

The Naval weapons system concepts currently explored are underwater unmanned vehicles (UUVs) which 
can be remotely operated; underwater vehicles (ROVs) or autonomous underwater vehicles (AUVs); and 
unmanned surface vehicles (USV). 

Militaries and defence companies are exploring these concepts for mine-hunting, anti-submarine missions, 
reconnaissance, and even offensive applications. The Royal Navy has launched its NavyX initiative to 
accelerate the introduction of unmanned systems into its fleet. In 2018, NATO members agreed to jointly 
develop a full spectrum of maritime unmanned systems (UAS), aimed at combating the rising and recurring 
threat of Russian submarines and mines. 

The United States Navy is also developing its own array of UAS, with the objective to maintain naval 
superiority and meet China’s own ambitious “robotic” fleet program. Beyond conventional maritime 
unmanned systems, the Chinese defence industry is looking into biomimetic designs. Boya Gongdao 
Robot Technology unveiled in August 2019, an AUV shaped like a great white shark. Known as the “robo-
shark”, the AUV was designed for Intelligence, Surveillance and Reconnaissance (ISR) missions and features 
stealth characteristics (e.g. reduced noise signature).6 

The U.S. Office of Naval Research (ONR) produced a similar prototype called the “GhostSwimmer” back 
in 2013. With a tuna-inspired design, the GhostSwimmer was a testbed for submersible low-observable 
technology purposed for ISR and littoral patrol. The European Defence Agency (EDA) is also working on a 
UUV with biomimetic technology dedicated to ISR sorties.7 

Jointly led by Germany and Poland, the SABUVIS-II program aims to develop a swarm of UUVs. In addition 
to completely automated and AI-driven platforms, the defense industry is also exploring ways to enhance 
subsystems of existing, current-generation technology.

06 - https://www.forbes.com/sites/hisutton/2019/11/06/changing-face-of-drone-warfare-robot-sharks/#291c86724461
07 - https://www.eda.europa.eu/info-hub/press-centre/latest-news/2019/09/27/eda-expands-work-on-autonomous-underwater-vehicles
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While current automation research and development efforts are 
concentrated on logistical handling, navigation and maintenance, 
security-related applications in the civil sector will still play a big role. 
When it comes to maritime safety and risks, automation can enhance 
the security of crew and vessel. 

Sensor fusion and AI-augmented navigation can steer the vessel out 
of harm’s way. Whether it is an unmanned or low-crew ship, the smart 
vessels of the future will benefit from a wide range of sensors, networked 
capability, algorithms and enhanced navigation systems which will 
supply the crew with key telemetry and intelligence regarding its 
surroundings and threats

Driven by human support and advanced algorithms, smart vessels will  
be able to fuse radar information, satellite data, weather alerts and news 
bulletins into its navigation planning.  

Automated vessels can provide the option for an informed decision 
regarding route alternation, or take the decision themselves. This 
telemetry will help avoid collisions, life-threatening storms and prevent 
attacks. Current generation X- or S-band marine radars offer, on average, 
a 20 to 40 nautical mile detection, and many are unreliable in adverse 
weather conditions, when seafarers need them the most. 

The vast majority of radars are unable to paint a clear picture of what 
is beyond the horizon, and some completely miss small radar cross 
section objects (e.g. small boats) operating in immediate proximity.
Furthermore, in some cases the radar doppler can be overwhelmed 
with clutter. 

Future “smart” vessels will be significant upgrades of what we know 
today. Frequency-diverse, 3D and longer-range sensors will provide 
vessels with a near military-grade radio electronic situational awareness 
of the sea. 

Whether operated by a small onboard crew or an onshore commander, 
the vessel will likely receive a set of “loyal wingmen” in the form of small 
unmanned aerial vehicles (UAVs, or drones), with extended range and 
high-end optics. 

This “eye in the sky” will greatly enhance situational awareness for 
human operators, by providing a live and high-resolution feed. This 
could be a critical early-warning asset, in the event of a deteriorating 
geopolitical situation where, for example, oil tankers sailing through 
narrow waterways are hunted by a rogue state or a hostile paramilitary 
force. 

Another main issue is the integration of all marine instruments (e.g. AIS, 
GNSS, GPS, SART, chartplotters, sonar, marine radios, radars) in one big 
“jackof-all-trades” screen.

36
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Work is already underway for next generation vessels to integrate all mission-critical data under one, user-
friendly interface. Rolls-Royce is developing a futuristic Command & Control-like infrastructure, that will 
help captains better understand and steer their ships.8 

Even a fully autonomous post-2050 ship will require human supervision. Programs such as Rolls-Royce’s 
“Future Onshore Control Center” are key to facilitate human operability and understanding of the advanced 
software and capabilities of the future “smart” ships. 

No humans, no problem. In the long-term future, fully unmanned ships will present a lower priority target 
for pirates. Vessels are a target of opportunity because they are manned. Pirates can hold the crew hostage 
for ransom and use them as human shields during their escape. With less or no crew onboard, the target 
becomes less valuable. 

Furthermore, an automated/ unmanned vessel will have security protocols in place that will instantly shut 
off the power, propulsion and navigation systems, so that pirates cannot sail away with it. The transported 
cargo could also be locked away, through a complex array of protocols and measures, built to delay or  
outright deny theft attempts. Following a human-supervised security assessment of the situation, done 
from a remote onshore location, the ship can be reactivated and programed to sail to a designated “safe 
zone” (i.e. port or international waters). 

Flip-flop wearing, AK-47 wielding pirates will cease to be a major threat to the international shipping 
industry. The same goes for political and military threats. Unmanned vessels will eliminate the risk to 
human life, which means less leverage for the aggressors. This will also discourage hostile states or armed 
forces from seizing vessels. However, the risk of cargo theft will remain and potentially expand, with more 
sophisticated actors trying to seize it. 

With the ship’s nervous center moved online, networked between onshore stations and potentially other 
vessels, cyber-attacks and hacking will likely emerge as the main threat for the shipping industry. 

08 - https://www.ozy.com/fast-forward/the-future-of-maritime-trade-unmanned-ships/91999/



   IDENTIFYING  RISK

Traditional pirates are unlikely to trade their AK-
47s for keyboards, but existing crime syndicates 
operating in cyberspace are likely to spillover 
into the seven seas. 

An increased reliance on technology will 
inevitably lead to a higher exposure to cyber 
security threats. The only way to mitigate this 
risk is to teach cyber best practices to human 
operators and build systems resilient to hacking. 
This is however, easier said than done.

A recent test conducted by the Cyber Security 
company, Pen Test Partners, showed that a 
commonly used ship-tracking technology can 
be hacked to spoof the size and location of 
boats, in order to trigger other vessels’ collision 
alarms.9 

This vulnerability could, for example,  be 
exploited to block the English Channel. Part of 
the reason why this is possible, is because the 
crewmembers never changed their satellite 
communications login username and password 
from their default form. 

09 - https://www.bbc.co.uk/news/technology-44397872 be
-
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Attackers frequently exploit such loopholes to 
gain remote access. 

UK’s National Cyber Security Centre (NCSC) is 
periodically releasing a best practices guide for 
cyber security on ships, and its lessons are very 
valuable. It draws attention to potential attackers 
(e.g. terrorists, governments, activist groups 
and organised crime) and explains the basic 
concepts of cyber security and responsibility.

The cyber-physical engineering of current ships 
compared to those of future generations will 
differ dramatically. The stakes for cyber security 
will also be higher for next-generation vessels 
than of those today. 

Cyber responsibility alone, will likely not be 
enough to prevent catastrophic breaches. 
Attackers will devise techniques and tactics that 
are as of yet unknown. In theory, once inside the 
grid, the autonomous ship is an easy prey for 
potential attackers, who will do with it as they 
please.  

ARX SOLUTION

Innovation is a big part of what makes the maritime 
industry competitive today. Compared to enterprises from 
other sectors, shipping companies are smart to embrace 
new technologies as they become available, knowing that 
the investment is for the betterment of their business and 
crew.

The road to autonomous ships and high-tech onshore 
command centers is a gradual process,  in a “step-by-step” 
philosophy. 

What companies can now do is to take advantage of 
current generation innovations. 

Replacing razor wire with modern, anti-boarding systems 
such as the ABAC barrier is an example of how the maritime 
industry is embracing innovation with open arms. 


