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It is crucial that ship-owners and captains have measures in 
place to protect their vessels: ship-hardening and comprehensive 
intelligence are essential to managing the risk of piracy-aided 
terrorist attacks.

KEY POINTS... 

The War in Yemen, along with other emerging global security 
challenges, has increased co-operation between pirate groups and 
Islamic terrorist organisations. 

Al-Qaida and ISIS franchise operations have threatened a large-
scale terrorist attack in the Gulf of Aden, and have a demonstrated 
capacity to carry out such an attack.

Shipping lanes are vulnerable to two primary terrorist tactics: 
Water Bourne Improvised Explosive Devices (WBIED) and 
Hostage taking.

A WBIED attack on an oil-tanker would have a massive economic, 
environmental, and ecological impact. In 2002, a WBIED attack on 
a French tanker leaked 90,000 barrels of oil into the Gulf, and cost 
Yemeni ports nearly $3.8 million a month in lost revenue.1

In 2017 pirates successfully boarded two separate commercial 
ships, one an oil tanker, the other a bulk carrier. Neither ship is 
believed to have adequately followed best security practises Gulf. 2

The Gulf of Aden is one of the most significant shipping lanes in 
the world, accounting for nearly 20% of global trade, as well as a 
significant proportion of maritime piracy.
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In April 2018 the Saudi tanker Abqaiq was attacked by Houthi 
militants, demonstrating the significant escalation in the conflict. 
This escalation will encourage further attacks by militia and 
terrorist groups in the region. 



  SITUATION REPORT
   (The War in Yemen, Piracy, and Al-Qaida)

The Gulf of Aden
The Gulf of Aden is one of the most significant shipping lanes in the world, 
accounting for nearly 20% of global trade, as well as a significant proportion of 
maritime piracy. The Strait of Bab el Mandab, between Djibouti and Yemen, 
is a particularly dangerous twelve-mile bottleneck, given the deteriorating 
security situation caused by the escalating Yemen Civil War.3 

The War in Yemen
The Civil War in Yemen has exacerbated tensions between Saudi Arabia 
and Iran, and aggravated both Shia and Sunni militant groups. This has led 
to greater regional instability and created not only a greater opportunity 
for maritime piracy, but also an increase in terrorist related incidents in the 
region as a whole.4 The Civil War, between the Houthi forces of the Supreme 
Political Council and the Security Forces of the Hadi Government, is now in 
its third year, after over fifteen years of Houthi insurgency operations. The 
deterioration of the security situation in Yemen, coupled with the long-term 
instability in Somalia, has led to greater co-operation between Islamic terrorist 
groups and Somali pirates, primarily in the smuggling of arms, but also in 
other operational fields.5 In April 2018, a Saudi tanker was attacked by RPG 
armed Houthi militants, using tactics similar to traditional piracy, escalating 
tensions between Iran and Saudi Arabia. 5A

The War in Yemen is unlikely to be resolved quickly, easily, or without further 
bloodshed. As a result, it is likely that the terrorism-piracy nexus will continue 
to develop. This emerging nexus poses a significant risk to the maritime 
industry, as terrorists have a demonstrated capacity and intent in pursuing 
high-profile attacks against vulnerable shipping infrastructure.

Piracy and Terrorism
The co-operation between pirates and terrorist groups is founded upon 
mutual benefit: pirates deliver arms and personnel to terrorist groups 
in exchange for financial reward. However, this exchange of goods and 
services has the potential to evolve into terrorists utilising traditional 
piracy tactics in order to publicise their political message. In 2002, Al-
Qaida utilised a skiff loaded with explosives to penetrate the side of the 
MV Limburg, spilling an estimated 90,000 barrels worth of oil into the 
Gulf of Aden.6

In 2017, the oil tanker MV Muskie was fired upon with RPGs in an attack which has been linked to Al-Qaida in the Arabian Peninsula 
(AQAP).7 The similarity in location, target, and group responsible indicates that Islamic terrorist groups have a demonstrable capability 
and will to target commercial shipping. A terrorist attack on a commercial oil-tanker offers significant returns for a terrorist group 
such as Al-Qaida: the political impact of a high-profile attack on civilian infrastructure, the economic impact to the global economy, 
and the potentially massive environmental impact of a significant oil spill in the Gulf of Aden.8 Accordingly, terrorist groups have the 
opportunity, motive and capability to carry out a form of terrorist attack upon commercial shipping.

It is likely that these attacks will take the form of an explosive attack aimed at maximum impact, or, alternatively, a hostage taking attack 
aimed at sustaining maximum publicity. These two attack verticals will be discussed further in the next section, and the final section will 
discuss how ship-owners can mitigate the risk to their vessels.
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  IDENTIFYING RISK
Water Borne IEDs and Hostage-Taking
As the security situation in The Gulf of Aden continues to deteriorate, and greater links are forged between pirate groups and terrorist 
organisations, ship-owners and captains should be aware of the risk and probable threats of a maritime terrorist attack. 

Water Borne IEDs
The first, and potentially the most dangerous, tactic is the Water Borne Improvised Explosive Device (WBIED). This would be 
performed by a small high-speed craft loaded with explosives. The attacker would collide with the target vessel and their explosives 
would be detonated, either remotely or by the individual upon approach. This type of attack caused the deaths of seventeen sailors upon 
the USS Cole, when the ship was rammed with 225kg of high explosives whilst docked in the Gulf of Aden in 2000, and was also used 
in the MV Limburg attack of 2002, pictured below.9 In 2016, the liquid-natural gas tanker, the MT Galicia Spirit, was targeted in an 
WBIED attack off the coast of Yemen.10 The attack failed when the explosives detonated before impact. It is important to note that the 
two successful and high-profile attacks occurred when ships were in port, and the more recent failed attack occurred when the ship was 
in transit. This indicates the lack of sophistication in the attackers’ methods, and that a stationary ship is a much more vulnerable target. 
The best prevention for these kind of attacks is a thorough and recent intelligence picture, as will be discussed in the final section.

WBIED attacks are extremely low cost, the 2000 USS Cole attack was believed 
to have cost only $10,000 but caused an estimated $150,000,000 in damage.11 
The MV Limburg attack likely had a similar operational cost, yet had a 
substantial short-term impact upon shipping in the Gulf, led to a $0.48 per 
barrel increase in the price of Brent crude oil, as well as the massive increase 
in risk premiums for Yemeni ports.12 As such, WBIED attacks produce a 
substantial ‘return’ for an act of terrorism.

Given the co-operation between terrorists and pirates in the Gulf of Aden, 
it is likely that operational costs will have significantly reduced since 2000. A 
WBIED attack deviates from traditional piracy as it does not aim to leverage 
financial gain. Similarly, more traditional weapons of piracy, such as RPG 
attacks, may be repurposed towards causing maximum damage and political/
economic impact. These type of non-piracy maritime attacks have increased 
in frequency since the start of the War in Yemen, and in 2016 an Iranian 
flagged cargo ship was struck with an RPG, killing seven crewmen.13 and as 
recently as April 2018 a Saudi tanker was attacked by an RPG, but managed to 
reach port 13B  Though RPG attacks are not as significant a threat as WBIEDs 
they still represent a relatively cheap method of attack for terrorists/militias. 
Accordingly, ship-owners should be aware of the risk of traditional methods 
of piracy repurposed as acts of terrorism.

Hostage Taking
Maritime pirates often use hostage-taking as an opportunity to leverage further financial rewards from ship-owners, or to force the 
hostages into giving them access to ship-systems. As terrorist groups and pirates forge closer connections, it is possible that terrorist 
groups may take hostages in order to generate greater publicity and spread their message. In addition to the human cost, hostage 
attacks can be extremely economically costly, as they can trigger extensive, expensive, negotiation processes, which are unlikely to 
come to a positive conclusion if the attack is terrorist in nature. 

In the Gulf of Aden in 2017 there were a number of hostage-taking acts of piracy against commercial vessels. In March, the oil-tanker 
Aris 13 was hijacked, and was only released after the pirates learned that the tanker had links to influential Somali businessmen. It is 
believed that the tanker was not following advised precautions for the Gulf of Aden by moving too close to the coast, and below the 
advised speed for a high-risk area. Similarly, the bulker OS 35 was boarded in April 2017, and the crew were forced to take refuge in 
the ship’s citadel. Pirates have shown the continued will and capability to board ships, which was an increasing trend throughout 2017, 
and it can be assumed that terrorist groups aided by pirates would have a similar capability. Whilst a citadel system would frustrate a 
traditional hostage situation, the crew would still be at grave risk. In the following section we will discuss the most effective measures 
to prevent or mitigate the risk of a terrorist attack.

Explosion on the Limburg

Capacity: 2.16 barrels
(was carryting 400,000)

Explosion left a hole in the ship’s hull
on the starboard side

Both hulls of the double-hulled 
tanker were ruptured

300 metres

Inner hull Outer hull

4



LOSS PREVENTION
(Ship-Hardening and Best Practises)

The anti-piracy precautions encouraged in BIMCO’s Interim 
Guidance on Maritime Security in The Southern Red Sea and Bab 
Al-Mandeb, are essential for all ship-captains looking to ensure 
minimum risk during passage. Ship-captains should register with 
the Maritime Security Centre Horn of Africa as well as the United 
Kingdom Maritime Trade Operations, to inform the military of 
their presence, and to ensure timely support if necessary. Ships 
should follow the Maritime Security Transit Corridor, the 
military controlled corridor which 
supports passage through the Gulf 
of Aden. Whilst these precautions 
are important, they may not as 
effective against a determined attack 
by individuals who are not seeking 
financial reward, and so are willing 
to sustain much higher damage and 
risk. Terrorist attacks may require 
more substantial precautions, 
particularly in dissuading WBIED 
attacks and hostage taking. 

Prevention - WBIEDs
The two most successful WBIED 
attacks occurred when the vessel was docked and refuelling. 
Traditionally, given the proximity of police and military forces, 
vessels are the least vulnerable to acts of piracy while docked – 
however, this is also the point at which vessels are most vulnerable 
to WBIED terror attacks. It is essential that the ship have a well-
drilled and prepared contingent of armed security personnel. 
Armed security is essential for dissuading and combating a 
terrorist type attack, particularly on a stationary vessel. In recent 
years some ships have foregone traditional security contingents, 
or have invested in less professional, or cheaper personnel, as a 
result these ships are acutely vulnerable to determined attacks by 
individuals who are not dissuaded by warning shots. 

It is crucial for ship-owners and captains to have a comprehensive 
intelligence picture of a high-risk area, particularly if there 
is a possibility of terrorist type attack. Given terrorism’s 
political nature, a robust intelligence picture can help ship-
owners and captains make informed decisions about passage. 
It is recommended that ship-owners and captains seek out 
professional maritime intelligence before contracting passage 
through a high-risk area such as the Bab Al-Mandab.

Hostage Taking
Ship-hardening measures are key to dissuading and frustrating 
a ship-boarding attempt. Pirates will attempt to board the ship 
by grappling hook or ladder, and are often adept at approaching 
ships without alerting watchkeeping personnel. Whilst an armed 
security team is an effective deterrent boarding, personnel cannot 
be everywhere at once, and once a pirate team have boarded it 

is substantially more difficult for 
the security team to dislodge them. 
This risk is especially increased if 
the boarders have non-piracy goals, 
as they will be more determined 
and less likely to flee when facing 
armed resistance. Ships should be 
installed with modern access denial 
methods; though razor wire has 
been used in the past, it is often 
easily circumvented by the low-tech 
solutions of determined pirates. 

Citadel systems, a saferoom for the 
crew to retreat to, are also key ship-
hardening measures. Citadel systems 

are effective at stopping a traditional piracy attack, and would 
reduce the public impact of a terrorist attack. Yet citadel systems 
are only as good as the crews’ procedures. If a crew does not 
have comprehensive procedures for how to react to a successful 
boarding, the citadel may become a liability, as crew members 
left outside would be vulnerable to capture, endangering the rest 
of the crew. Equally, in a terrorist type incident the crew would 
ultimately still be vulnerable to a determined attacker not seeking 
financial reward. As such, ARX recommends that ship-owners 
invest in ensuring that attackers are unable to gain initial ingress, 
rather than relying upon citadel type ‘last resort’ measure. 

“ARX recommends that 

ship-owners invest in 

ensuring that attackers 

are unable to gain 

initial ingress, rather 

than relying upon 

citadel type ‘last resort’ 

measure.”
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   ARX SOLUTIONS
ARX offers a modern and effective Anti-Boarding and Climbing 
System (ABaC) which frustrates attempts to board by board via 
ladder or rope. The barrier system prevents access to the deck of 
the ship by climbing. Particular weak points, such as mooring 
lines, may then be monitored in the knowledge that attackers will 
be forced to use these areas if they wish to climb aboard. This 
massively reduces the work of the security team, and decreases 
the chance of a successful boarding attempt. 

ARX Solutions offers a comprehensive intelligence package for 
its clients, as well as consultation with subject matter experts. 
Modern risk management is predicated upon accurately 
identifying the probability of a threat and multiplying that by 
the consequences of that loss.ARX’s consultancy services help to 
build a more holistic picture of a threat, and so to help minimise 
the potential loss of an incident. Clients can source an up-to-date 
intelligence picture for high-risk areas, consult on the current 
terrorist threat for a high-risk area, and draw upon ARX’s 
consultancy services in building and maintaining their ships’ 
security procedures. 

Conclusion
The security situation in the Gulf of Aden will continue to 
deteriorate. The War In Yemen is likely to lead to a further 
costly counterinsurgency operation, and the clash between Saudi 
Arabia and Iran for regional power status will only continue to 
exacerbate political tensions. These attacks have increased in 
tempo as the war has escalated and will only continue as security 
in the region deteriorates.  However, the Gulf of Aden will 
remain an essential international shipping route, and so ship-
owners and captains should prepare their vessels as substantially 
as possible in order to minimise the risk of a terrorist incident. 

Robust systems for preventing piracy help to reduce the ship-
owners potential loss in the event of an attack. If a ship-owner 
can demonstrate the comprehensiveness of their approach to 

piracy and non-piracy related attack and boarding, then they are 
less likely to appear negligent or unprepared when conducting 
negotiations with an insurance company, or in writing the ship’s 
Charter. Demonstrating this comprehensiveness is an important 
step in ensuring minimum loss in the event of a pirate or non-
pirate incident. 

The mathematics of terrorism remain firmly in the perpetrators’ 
favour; it is far less costly to carry out a terrorist attack than to 
sustain one. Whilst the 40,000 ships which pass through the Gulf 
of Aden every year must be lucky every time, terrorists only have 
to be lucky once. 

ARX is committed providing up to date forecasting and actionable 
intelligence to better secure our clients. If you wish to know 
more about preventing and mitigating stowaway incidents, or 
about our products, please get in touch at (preferred address) and 
one of our team will be on-call to provide expert assistance.
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“The War In Yemen is likely to lead to a further costly 

counterinsurgency operation.”

6


